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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC 9797-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 9797-2:2002), which has been technically
revised by including MAC algorithms based on Dedicated Hash-Functions 4 — 7 of ISO/IEC 10118-3:2004 and
Dedicated Hash-Function 8 of ISO/IEC 10118-3/Amd.1:2006.

ISO/IEC 9797 consists of the following parts, under the general title Information technology — Security
techniques — Message Authentication Codes (MACs):

— Part 1: Mechanisms using a block cipher
— Part 2: Mechanisms using a dedicated hash-function
— Part 3: Mechanisms using a universal hash-function

Further parts may follow.

© ISO/IEC 2011 — All rights reserved Vv
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of a patent
concerning MAC Algorithm 1 (MDx-MAC) given in Clause 6.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.
The holder of this patent right has assured ISO and IEC that he is willing to negotiate licenses under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statement of the holder of this patent right is registered with ISO and IEC. Information may be obtained
from:

Entrust Technologies, Technology Licensing Dept., 1000 Innovation Drive, Ottawa, Ontario, Canada K2K 3E7.
Attention is drawn to the possibility that some of the elements of this document may be the subject of patent

rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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Information technology — Security techniques — Message
Authentication Codes (MACs) —

Part 2:
Mechanisms using a dedicated hash-function

1 Scope

— This part of ISO/IEC 9797 specifies three MAC algorithms that use a secret key and a hash-function (or
its round-function) with an n-bit result to calculate an m-bit MAC. These mechanisms can be used as data
integrity mechanisms to verify that data has not been altered in an unauthorized manner. They can also
be used as message authentication mechanisms to provide assurance that a message has been
originated by an entity in possession of the secret key. The strength of the data integrity and message
authentication mechanisms is dependent on the entropy and secrecy of the key, on the length (in bits) n
of a hash-code produced by the hash-function, on the strength of the hash-function, on the length (in bits)
m of the MAC, and on the specific mechanism.

The three mechanisms specified in this part of ISO/IEC 9797 are based on the dedicated hash-functions
specified in ISO/IEC 10118-3. The first mechanism is commonly known as MDx-MAC. It calls the hash-
function once, but it makes a small modification to the round-function in the hash-function by adding a key
to the additive constants in the round-function. The second mechanism is commonly known as HMAC. It
calls the hash-function twice. The third mechanism is a variant of MDx-MAC that takes as input only short
strings (at most 256 bits). It offers higher performance for applications that work with short input data
strings only.

This part of ISO/IEC 9797 can be applied to the security services of any security architecture, process, or
application.

NOTE A general framework for the provision of integrity services is specified in ISO/IEC 10181-6 [5].

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions

ISO/IEC 10118-3:2004/Amd.1:2006, Information technology — Security techniques — Hash-functions —
Part 3: Dedicated hash-functions — Amendment 1: Dedicated Hash-Function 8 (SHA-224)
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